Configuration Instructions
for a DB4 Server on
Windows Operating Systems

FPS GOLD® recommends that a new user, “DB4User,” be set up on the DB4 server for the DB4 engine.
This is for security purposes. Set up the user first before configuring the DB4 server. The user can either
be a domain user or a local user.

To set up a DB4 user, complete the following steps.

Step 1  Click <START> on the desktop.
Step 2  Select Control Panel, then Administrative Tools, then Computer Management.

(=) Computer Management [ZJEI@

Q File  Action  Yew  Window  Help ;lilJ
& = | E|@H| £

Computer Management (Local) Marme
= ﬁ% System Tools [Ausers

[+ Event Viewer CIGru:uups

[+ Shared Folders
[+ Local Users and Groups
[+

&% Performance Logs and Alerts
E;, Device Manager
- @ Skarage
[+ Removable Storage
Disk, Defragmenter
Disk Management
+ @ Services and Applications

Step 3  Select Local Users and Groups.

Follow procedures for adding a new User.
e We suggest the username of DB4User.

e Type a description in the DESCRIPTION field, indicating that this user is set up for the DHI
DB4Engine.

Remember the password because it will be needed later in the setup.
Select “Password Never Expires.”

e This user must be a local administrator. We also suggest limiting this user logon abilities
to this computer only.
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To configure the DB4 server, complete the following steps.

Step 1  Click <START> on the desktop.
Step 2 Select Run.... The Run dialog will appear.
Step 3 Type “dcomcnfg” in the OPEN field.

Type the name of a program, Folder, document, or
Internet resource, and YWindows will open it Faor you,

g

E deamenfg W |

=

K H Zancel H Browse, ., ]

Step 4 Click OK. The Component Services dialog will appear.

i#: Component Services

@ File  Action  Wiew indow  Help

Cu:unsu:uié Roak

BEE
-l

Mame
@Cumpunent Services
Event Yigwer (Local)
%Services (Local)
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Step 5 Click on Component Services and open up the explorer view tree until you see My Computer

iz: Component Services

@ File  Action  Yiew Window  Help

EEX
—151x]

=~ B XxEE| 20

[ Console Roat My Computer 4 objeck{s)

£y @ Component Services : : : :

= [:I Computers
- My Cormpuker
iy Computer COM+  DCOMConfig  Distrbuted  Running
Applications Transacki,.. Processes

+-[_7] COM4+ Applications
+-[_7] DCOoM Config

+-[_]] Distributed Transackion C
+ |:| Rurning Praocesses

+ % Event Wiewer (Local)

¥ Services [Local)

Step 6 Right Click on My Computer and select Properties and then select the Default Properties Tab.
Make sure that the Enable Distributed COM on this Computer is checked.
Set the Default Authentication Level to Connect
Set the Default Impersonation Level to Identify

My Computer Properties

Dgfauh Emtuu:nls :

\ General (i .tjp"t.inns |

Iv Enable Distributed COM on this computer:

MSDTC | COMSecudty

Defautt Properties “
~ Default Distributed COM Communication Properties

The Authertication Level specifies security at the packet level.
Default Authentication Level:

Connect \ j

The impersonation level specifies whether applications can detemine
who iz calling them, and whether the application can do operations
using the client’s identity.

[~ Enable COM Intemet Services on this computer

Default Impersonation Level:

| Identify ¢ >l

Securty for reference tracking can be provided f authentication is used
and that the default impersonation level is not anorymous.

[ Provide additional security for reference tracking

8] ] [ Cancel
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Step 7 Select the Com Security Tab. You should see two new buttons called Edit Limits

My Computer Properties

General _ [ ptiotz ~ Default Properties
Default Protocols | tMSOTC | COM Security

Access Permizzions

You may edit who iz allowed default access to applications. vou may
alzo et limits on applications that determine their own permizsions.

— |

Launch and Activation Permizsions

You may edit who iz allowed by default bo launch applications or
activate objects. Y'ou may alzo et limitz on applications that
determine their own permiszsions.

—> Edit Limits. .. Edit Diefault..

ar. H Cancel ][ Apply
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Step 8 Click on the Edit Limits for Access Permissions.

fccess Permission

Security Limits l

Group or uger names:

AMONYMOUS LOGON

ﬁ Ewerone

Add... ‘ Bemove l
Permizzions for ANOMNYROUS
LOGOM Bllane Ceny
Local Access F
Remate Access ]

] | Caricel

Make sure that Anonymous Logon and Everyone are in the group / user name with full permissions for
local and remote access. Click Add to add them if they are not in the group

Select Users, Computers, or Groups

Select thiz object wpe:

|L|$er$, Groupz, or Built-in zecunty principals

| [ Object Types. .. ]

Frarmn thiz location:

|thDca

|[ Locations. . ]

Enter the object names to zelect [examples]:

AMONYMMOUS LOGON

| Check Mames

Ok H Cancel ]

Step 9 Click on OK and then Click on Apply
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Step 10 Click on the Edit Limits for Launch and Activation Permissions.

Launch Permission

Security Limits l

Group or uger names:

Adrministrators [ALPHA-TEST =PuAdministrators]
ﬁ ANONYMOUS LOGON

ﬁ E veryone

Add... ‘ Bemove l

Bermizgions for Administrators Bllane Ceny

Local Launch
FRemate Launch
Local Activation

K EE[E
NI

Remate Activation

] | Caricel

Make sure that you have Anonymous Logon and Everyone with full security for all options also in this
area.

Step 11 Click on Apply and then Click on OK. You are now back to Component Services.
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Step 1
Step 2

DHI.DB4Engine Section

Open the Tree View for DCOM Config.
Select “DHI.DB4Engine” from the list of available applications.

Component Services

EOX]

& Fie

&

Action

Em X & [ @

Yigw  Window  Help

=11 x]

[ Console Rook
= @ Camponent Services
= I:l Computers
= @ My Computer
+-[_1] COM+ Applications
—1-[_7] DCOM Config
=

¥

B B B B B B B B B [ [ S [ e S E S A SR E S A

B eIpEPwHIpDisplavMame s

#% Accstore Class
@ Adobe Acrobat Document
=
B Alarmapp
& AlLChgert
# ATL Local_Server
@y Automatic Updates
#% Background Inteligent Transfer ©
@ BackgroundScanning
% Blocked Drivers
@y COM+ Event System
#% ComEvents.ComServiceEvents
% ComEvents. ComSystemAppEven
B Command line Trigger Consumer
=
B ComponentManager
= . .
b Configuration
@ CryptoSupport
# CustReg Class
# Defrag FAT engine
#% Defrag NTFS engine
& DHI Editor
W DHI ARDbSwr2
- J0HLDE4ENgine
@ DHIHoskCommz
@ DHLLock
&% DHL QuerySwr
@ DHILocate
#% DMCComponent

A | DHLDB4Engine 0 object{s)

Step 3

Right Click on DHI.DB4Engine and choose Properties. The DHI.DB4Engine Properties dialog
will appear.
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Step 4

Step 5

From the General tab choose Authentication Level None.

DHI.DB4Engine Properties

General | Location | -Security :'-Endpl:uints. |-I:|I3r'||:i|:_','

— [aeneral properties of thiz DCOM application -

Application Mame: DOHI.DB 4E hgine

Application Type: Local Server

Authentication Level: |EEEE

Application 1D: {3601 4DF3-04B 3-11D2-4C97-ECSFD 1000000}

Local Path: \

OF. ][ Cancel H

Apply

Click on Apply.
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Step 6  Click the Security tab.

DHI.DB4Engine Properties

| General -Ll:ucatil:un.i Security |En-:||:u:|int$ [ 1demtity

Launch and Activation Permizzions

" ze Default

........................ Edit...

%)
=
15
[m]
=l
(]
0T

BAccesz Permizzions

* ze Default

" Customize

t

Configuration Permizzions

" Usze Default

& Customize Edi... |

k. H Cancel H Apply ]

Step 6  Select Customize for Launch and Activation Permissions.
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Step 7

Step 8

Step 9

Click the <eDIT...> button associated with this security option. The Launch Permission dialog

will appear.

Launch Permission

SecLrity l

Group or uzer names:

ﬁ Administrators [STEVEMPYAdministrators)
ﬁ AMONYRMOUS LOGON

ﬁ Everone

€7 SvSTEM

Add... Bemove |

Permizgionz for AMONYMOUS
LOGOM Al Deny

Local Launch ¥

Remote Launch F

Local Actiation ]

Femote Activation F

Ok | Cancel

Verify that Anonymous Logon, Everyone and System are selected. They will be displayed in
Group or user names box. These users/groups must be set up with all “Allow” security.
e (Use the <ADD...> button if these users/groups need to be added.) NOTE: Any

other users/groups that are already selected may remain. You may, however,

?X

delete “Interactive” if it is selected.

Select Users, Computers, or, Groups

Select thiz object wpe:

iLlsers, Groupz, or Built-in secunty principals

i [ Object Types... ]

Frarmn thiz location;

| dhilacal

|[ Locations. . ]

Enter the object names to zelect [examples]:

ahorymous logon; everyone

| Check Mames

Ok

H Cancel ]

Type in the names of the needed users. Separated with a semi-colon and space.

Click OK and then on Apply.
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Step 10 Click the Identity tab.

Step 11

Step 12
Step 13
Step 14
Step 15
Step 16

DHI.DB4Engine Properties

| General Location | Security Endpnints| [dentity |

YWhich user account do vou want to use ta run this application’?

" The interactive user,
" The launching user.

* This uzer.

EEFETETY

Pazsword:

EEREIE

Confirmn password;

~

User: |5TEUENF"-DE4LIser Erowse... |

OF. ][ Cancel ][

Apply

Select “This user” to answer the question, “Which user account do you want to use to run this

application?”
Click <BrROWSE...>. The Browse for Users dialog will appear.
Select the DB4User.

Type the password associated with the DB4 user in the PASSWORD field.

Type the password again in the CONFIRM PASSWORD field.

Click on Apply and then Click on OK. You are now back to Component Services.
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DHILocate or Locater Class Section

Step 1  Select DHILocate from the list of available applications.

Component Services |ZI|E|E|
@ File  Action  Miew  Window  Help [ J
& - || ’ DT [ B =g

[ Console ook # | | DHILocate O object(s)
= @ Component Services Tl
B [:l Camputers

= @ My Computer
+- ] COoM+ Applications
—I-[Z1] DCoM Config

i 2 IpeFwHIpDisplayMamess

s accStore Class

& Adobe acrobat Document

@ Alarmapp

# ALCAgent

i ATL Local_Server

& Automatic Updates

& Background Inteligent Transfer

& Backgroundscanning

% Blocked Drivers

& COMA Event System

#% ComEvents. Com3erviceEvents

it CamEvents. ComSystemappEwven

i Command line Trigger Consumer

it CamponentManager

@ Configuration

& CryptoSupport

Wy CustReq Class

& Defrag FAT engine

# Defrag NTFS engine

# DHI Editor

# DHL ARDbSwr2

& DHI, DE4ENGine

@ DHI HostCommz

@ DHI Lock

By DHI, QuerySvr

+

O O o e o B e e O g o O e O ) O Y e O B s e O O e B

Step 2 Right Click on DHILocate and choose Properties. The DHILocate Properties dialog will
appear.
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Step 3

Step 4

From the General tab choose Authentication Level None.

DHILocate Properties

General | Location | -Security :'-Endpl:uints. |-I:|I3r'||:i|:_','

— [aeneral properties of thiz DCOM application -

Application Mame: DHILocate

Application Type: Local Server

Authentication Level: |

Application 1D: {F1.465120-9934-1101-9FD D-CA223C000000}

Local Path: \

N\

k. H Cancel H Apply

]

Click on Apply.
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Step 5 Select the Security tab.

DHILocate Properties

| General -Lcun:aticun.i Security | Endpoints || | dentity

Launch and Activation Permizsziong

" Use Default /

Edit..

i

Aooeszs Permizsions

" Use Default

{+ Customize Edit...

d

Configuration Permizsionsg

" Use Default

* Customize Edi... |

] ][ Cancel ][ Apply ]

Step 6  Select Customize for Launch and Activation Permissions.
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Step 7  Click the <eDIT...> button associated with this security option. The Launch Permission dialog
will appear.

Launch Permission

Securty l

Group or user Names:

€7 Administrators (STEVENP Administrators)
[ £ ANONYMOUS LOGON

ﬁ Everyone
€7 SYSTEM
Add ‘ Bemove l
Permissions for ANONYMOUS
LOGON Allow Dery
Local Launch Fi
Remote Launch ]
Local Activation ]
Remote Activation ]

QK | Cancel

Step 8  Verify that Anonymous Logon and Everyone are selected. They will be displayed in the
Group or user names box. These users/groups must be set up with all “Allow " security.

e (Use the <ADD...> button if these users/groups need to be added.) NOTE: Any
other users/groups that are already selected may remain. You may, however,
delete “Interactive” if it is selected.

Step 9 Click OK and then Apply.
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Step 10 Select Customize for Access Permissions.

DHILocate Properties

| General -Ll:ucatil:un.i Security |En-:||:u:|int$ [ 1demtity

Launch and Activation Permizzions

" ze Default

i+ Customize

BAccesz Permizzions

™ |ze Default

' Customize Edit... |
Configuration Permizzions

" Usze Default

& Customize Edi... |

k. ][ Cancel H Apply ]
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Step 11 Click the <eDIT...> button associated with this security option. The Registry Value Permissions

dialog will appear.

Access Permission

SecLrity l

Group or uzer names:

ﬁ Evemyone

€7 SvSTEM

Add... ‘ Bemove l
Permizzionz for Evervane Al Deny
Local Access ¥
Remate Access F
k. | Cancel

Step 12 Verify that Everyone is selected. It will be displayed in the Group or user names box. This
user/group must be set up with all “Allow ” security.
e (Use the <ADD...> button if this user/group needs to be added.) NOTE: Any
other users/groups that are already selected may remain. You may, however,
delete “Interactive” if it is selected.

Step 13 Click OK and then Apply.
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Step 14 Select the Identity tab.

Step 15

Step 16
Step 17
Step 18
Step 19
Step 20

DHILocate Properties

| General Location | Security Endpnints| [dentity |

YWhich user account do vou want to use ta run this application’?

" The interactive user,
" The launching user.

* This uzer.

EEFETETY

Pazsword:

EEREIE

Confirmn password;

~

User: |5TEUENF"-DE4LIser Erowse... |

OF. ][ Cancel ][

Apply

Select “This user” to answer the question, “Which user account do you want to use to run this

application?”
Click <BrROWSE...>. The Browse for Users dialog will appear.
Select the DB4User.

Type the password associated with the DB4 user in the PASSWORD field.

Type the password again in the CONFIRM PASSWORD field.
Click Apply and then OK.
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Step 1
Step 2

DHI.QuerySvr Section
(For DB4 Servers that will also support GOLDTrakPC)

Select “DHI.QuerySvr” from the list of available applications.
Right Click DHI.QuerySvr and choose Properties. The DHI.QuerySvr Properties dialog will

appear.

Component Services

(& Ele  Action

« =+ m@E| > E)

Yiew  Window  Help

[ Console Roat

- @ Camponent Services

= D Compukers

- @ My Compuker
+-[_] oM+ applications
—-[L] DCOM Corfig
N

+

) O O ) O O o A e O O O O e O O o O e O = O O o

B AccStore Class
M Background Inteligent Transf
My BackgroundScanning
# Blocked Drivers
Fy COM4+ Everl System
# ComEvents, ComServiceEvent
o ComEwenks . ComSyskemAppE:
& Command line Trigger Consun
o ComponentManager
& Configuration
&y CustReq Class
& Defrag FAT engine
& Defrag MTFS engine
% DHI.DE4Engine
@ DHIHostComm2
@ DHI.Lock

& DriveProcessor
& EEConsumer
&y Event Object Change
&y Event Object Change 2
-

FilkerProcessars
s FPSSMAHOS!

O l o o WY

| >

B[(=1e9

DHI. QuerySr Dnbjectlis]l

JEE
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Step 3

Step 4

From the General tab choose Authentication Level None.

DHI.QuerySvr Properties

General | Location | -Security :'-Endpl:uints. |-I:|I3r'||:i|:_','

— [aeneral properties of thiz DCOM application -

Application Mame: DHI. QuerySwr

Application Type: Local Server

Authentication Level: |EEEE

Application 1D: {0450ACEE-3003-1104-B540-00062965C91 2}

Local Path: \

N\

()4 ][ Cancel H Apply

]

Click on Apply.
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Step 5 Select the Security tab.

DHI.QuerySvr Properties

| General -Lcun:aticun.i Security | Endpaints || dentity

Launch and Activation Permizsziong

" Use Default /

........................ Edi..

o
Ei
g
ig
=)
o]
i

Aooeszs Permizsions

i+ Usze Default

" Customize

t

Configuration Permizsionsg

" Use Default

* Customize Edi... |

] ][ Cancel ][ Apply ]

Step 6  Select Customize for Launch and Activation Permissions.
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Step 7  Click the <eDIT...> button associated with this security option. The Launch Permission dialog
will appear.

Launch Permission

SecLrity l

Group or uzer names:

ﬁ Administrators [SEPYM-+<PPR O \Administrators)

AMOMYMOUS LOGOM

ﬁ Everone

€7 SvSTEM

Add... ‘ Bemove |

Permizgionz for AMONYMOUS
LOGOM Al Deny

Local Launch
Remate Launch
Local Activation

KIEEE
MMEMNM

Femate Activation

k. | Cancel

Step 8  Verify that Anonymous Logon, Everyone and System are selected. They will be displayed in
the Group or user names box. These users/groups must be set up with all “Allow " security.

e (Use the <ADD...> button if these users/groups need to be added.) NOTE: Any
other users/groups that are already selected may remain. You may, however,
delete “Interactive” if it is selected.

Step 9 Click OK and then Apply.
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Step 10 Select Customize for Access Permissions.

DHI.QuerySvr Properties

| General | -Ll:ucatil:un-i Security | Endpl:uints. [ 1demtity

Launch and Activation Permizzions

" ze Default

f* Customize Edit...

BAccesz Permizzions

™ |ze Default

........................ Edi...

Configuration Permizzions

" Usze Default

Dl

& Customize Edit...

k. H Cancel H Apply ]
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Step 11 Click the <eDIT...> button associated with this security option. The Registry Value Permissions
dialog will appear.

Access Permission

SecLrity l

Group or uzer names:

ﬁ Evemyone
€7 SELF

€7 SvSTEM
Add... ‘ Bemove l
Permizzionz for Evervane Al Deny
Local Access Fi
Remote Access F

k. | Cancel

Step 12 Verify that Everyone and System are selected. It will be displayed in the Group or user names
box. This user/group must be set up with all “Allow ” security.

e (Use the <ADD...> button if this user/group needs to be added.) NOTE: Any
other users/groups that are already selected may remain. You may, however,
delete “Interactive” if it is selected.

Step 13 Click OK and then Apply.
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Step 14 Select the Identity tab.

DHI.QuerySvr Properties

| General | Location | Security | Endpoints | dentity |

YWhich user account do vou want to use ta run this application’?
" The interactive user,

" The launching user. /
* This uzer. ;

User [SBPVMKPPRO'DEAUSer  Browse.. |

xxxxxxxxxﬂ

Pazsword:

PRI

Confirmn password;

~

] ][ Cancel ][ Apply

Step 15 Select “This user” to answer the question, “Which user account do you want to use to run this
application?”

Step 16 Click <BrROWSE...>. The Browse for Users dialog will appear.

Step 17 Select the DB4User.

Step 18 Type the password associated with the DB4 user in the PASSWORD field.

Step 19 Type the password again in the CONFIRM PASSWORD field.

Step 20 Click Apply and then OK.

NOTE: Sometimes the DCOM Configuration dialog will appear stating that “The operation completed
successfully.” Click <ok> to return to the desktop. The configuration will be complete.

Generally, a restart of the machine is necessary before the settings will take effect. Do not restart the
machine until all steps have been completed.

C:\Projects\FPS32\GOLDTeller32Prod\Documnts\Install DB4 on Windows Operating Systems.doc 3/9/2010 Page 25



DB4Server Registry changes for GOLDTrakPC

% Repistry Editor

File Edit Wiew Fawvorites Help

= B My Computer || Mame Type Data
[ [ HKEY_CLASSES_ROGT (B (Defaut) REG. 57 {value not set)
- (2] HKEY_CURRENT_LISER. AJFILEOPTIONS REG. 57 0
= (20 HKEY_LOCAL_MACHINE (2B HoSTLSED REG 57 1

HARD Y ARE 3
=0 LOCP.L REG_SZ Ci\Program Files\FPSGOLDYGOLD TrakPCh,

SAM .
a % SECURITY LOCALUSED REG_5Z 1

= [ SOFTWARE (3b]LagonservIfadmin REG_SZ o
B D COFFLSY SERVER REG_57 C:\Program Files\FPSGOLDAGOLDTrakPC,
] D ceC SER'\I’ERCHECK REG_5Z2 Ci\Program Files\FPSGOLDYGOLD TrakPCh,
8 (20 Classes (AB]SERVERUSED REG 57
[+ D Clients SERVERWMFS REG_5Z WSBP-YM-XPPRCYGOLDTrakPC
- CORe
=20 DHI Computing Service
-2 Checkiwriter
i
#-[_1 GOLDTrakPC
=11 aTCom
£ Paths
[+ D Fannie Mae
®-] Gemplus
#-] Instalshield
-2 Kelley Elue Book,
#-_] Macromedia
-2 Microsoft
-1 0DBC
-0 Policies
D Program Groups
-2 schlumberger
D Secure
- Sophos
[+ D VMware, Inc,

7T W liredensae 2 1 Mo skian SFaboe Y | ( ( | }
Iy CompuberiHEEY _LOCAL_MACHINEYSCOFTWwAREDHI Computing Servicel GTCOMIPaths

On the DB4 server paths for GOLDTrakPC must be set in the registry as shown above. For
SERVERWMFS use your DB4 server name in place of SBP-VM-XPPRO.

If you have any problems or questions, contact your FPS GOLD customer service representative.
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Firewall Exceptions — Windows XP only

Step 1 Right click on My Network Places and select Properties.

| Internet
Internet Explorer
[#" & E-mail
Cutlook, Express

Sek Program Access and
Defaulks

" M3M Explorer

® Windows Media Player

CORe IP Configuratar

,43 Windows Messenger
@ Tour Windows %P

All Programs D
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E 5 My Recent Documents

[:f}’ My Pictures

| Explore
E’ Control Panel

Search for Computers, .,
Sefk Program Ao

Defaults
% Adniinistrative -

e, Connect To
=t

; Prope
E::é Printers and Fal EE

Q/] Help and Support

F

Map Metwark Drive, ..
Disconnect Mebwork Drive, .

Showe an Deskkop
Renarme

"‘:h WWindows Security

E| Log CFf ﬁ| Cisconneck
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Step 2 Click on the Change Windows Firewall Settings

'_—g Network Connections

File Edit ‘Wew Favorites Tools  Advanced  Help -ar

u! Bar _) lﬁ j_\J Search lL Folders v

Address |¢, Metwaork Connections

L
MNarme Type Skatus Device M.
LAN or High-Speed Internet

| Create a new conneckion

&g Change Windows Firewall
setktings

<L Local drea Connection LAMN or High-Speed Inter,..  Connected, Firewalled Intel{R) P

= Windows Firewall

General | Evceptions | Advarced|

elping to pro

Windows Firewall helps protect vour computer by preventing unauthonized users
from gaining access bo your computer through the Intemet or a network,

@ o

Thisg zetting blocks all outside zources from connecting to thiz
cormputer, with the exception of thoze selected on the Exceplions tab.

[JDont allow exceptions

Select thiz when you connect to public networks in less secure
locations, such as airportz. 'ou will not be notfied when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
igriored.

@ () OFf [not recommended]

Avoid uzing this zetting. Turning off Windows Firewall may make this
camputer mare vulnerable o virses and intruders.

Wweindows Firewall iz uzing vour domain settings.

what elze should | know about Windows Firewall?

[_ Ok ] [ Cancel

The firewall should be defaulted on. Leave it turned on.
Click on the Exceptions tab.
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"= Windows Firewall

| General | Exceptions |.-’-‘«dvanu:ed.:

YWindows Firewall iz blocking incoming network, connections, except for the
programsz and zervices selected below. Adding exceptions allows some prograns
to work better but might increase your secunty risk.

Programs and Services:

MName

DCOM RPC
D'HI.Trace Wiewer

dllbozt

[ File and Printer Sharing
Microzaoft Management Console
Reraote Azsistance

Femote Desktap

[ UPAP Frarnework,

| AddProgiam.. | [ AddPot. || Edit. ||  Delete

Dizplay a notification when Windows Firewall blocks a program

YWhat are the rigks of alowing excephions?

[ ]S ] [ Cancel

Step 3 You need to add in a Port Exception and a Program Exception.

Click on the Add Port button and fill out the box for the name DCOM RPC and port 135 as shown below.

Click OK to add to exceptions.

Edit a Port x|

Ilze theze settings to open a port through YWindows Firewall. To find the port
nurmber and protocol, conzult the docurmentation far the program or zervice you
want to use.

Meries |DI2EIM RFC |

Port number; | 135 |

®ICF O uDP

Wwhat are the rigks of opening a port?

Chanhge zcope..
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Step 4 Click on the Add Program to add dllhost.exe to the exception list.

This program is in the C:\Windows\System32 or C:\WINNT\System32 folder.

You will need to Browse to get to the file.

Add a Program

Proagrams;

=)

t.ill Custamer Infarmation M anagement
DE4 Server Monitor

5,;-.3 DHI Trace Yiewer

a FreeCel

© GOLDTeller® Platfarm

BT GoLDTrake PC

8] GOLDTrak® PC Setup

T o allove communicationsz with a program by adding it to the Exceptions list,
gelect the program, or click Browse to search for one that iz not listed.

E} CORe IP Configurator

? Heartsz

£ Internet B ackoammon

3

[* |

bl

Path: | C:\Program Files\FPSGOLDVGOLDTrakPCich [ Browse... |

Change scope..

Browse

Loak:, jr:

D

hy Recent
Documents

Degklop

=7

My Documents

59

I system3z2 v| 3 & e E-
[Farp.exe [ baatvrfy . exe Bl cmd.exe ddeshare.exe
[ asr_fmt.exe [Fcads.exe @cmdlS:Z.exe [™debug.exe
[™asr_ldm.exe 3: calc.exe &cmmonSZ.exe [™defrag.exe
[asr_pfu.exe 43 charmap.exe 8§ cstp.exe [Fdfrafat.exe
[ at.exe [chep.cam [ command.com [P dfrgntfs.exe
[ atmadm.exe [ chkdsk. exe [comp.exe [diantz.exe
[ attrib.exe [l chkntfs.exe [Fcompact.exe B diskeomp.com
[ auditusr.exe [ cidaemon.exe [lcomsdupd.exe [ diskeopy.com
= autachk.exe A cipher.exe i conime. exe [l diskpart.exe
= autocony . exe Bcisve.exe contral.exe [ diskperf.exe
Eautnfmt.exe Eckcnv.exe Econvert.exe

Eautnlfn.exe
Eblastcln.exe
Ebnntcfg.exe

& cleanmar.exe
,,cIicoan.exe
Emclipbrd.exe

B cacript. exe
Fesrss.exe
ctann.exe

Edllhsth.exe
Edmadmin.exe
Edmremote.exe

3 Ebnntok.exe ;—:Iipsrv.exe Edcomcnfg.exe Edoskﬁy.exe
kdp Camputer
8 | &

e File narne: |dl|host.e:<e hd | [ Open l

1
by Metwark, Files: af type: |.t’-‘n.pp|icatinns [*.exe" com; " ied) - | [ Cancel l

Click on the dllhost.exe file and then click Open to select the file.
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Add a Program [z|

To allow communications with a program by adding it to the Exceptions list,
zelect the program, or click Browse to gearch for one that iz not histed.

Programs:

== Checki/riter »~
Ej CORe IP Configurator

(i.q Cuztormer Information Managernent

DB4 Server Monitor

‘,;—-3 DHI Trace Wiewer

E FreeCel

B GOLDTeller® Platform

BY GOLDTrake PC

[ GoLDTrake PC Setup

:’ Hearts “

Path. | C:AWINDOWS system32idlhost exe [ Browse..|

o) (o)

Once dllhost.exe is in your list of programs, select it and click OK.
Repeat Step 4 for DHILocate.exe found in C:\Program Files\Common Files\DHI Shared\DHILocate.exe

Your list of exceptions should now include dllhost.exe, DHILocate.exe and a DCOM RPC (port 135) exceptions

Step 5 Click OK on your firewall settings to save all firewall settings.

E# Windows Firewall Settings : '

General | Exceptions | Advanced

Windows Firewall is turned off. Your computer is at risk of attadks and intrusions
from outside sources such as the Internet. We recommend that you dick the
General tab and select On.

Windows Firewall is currently using settings for the domain network location,
What are the risks of unblocking a program?

To enable an exception, select its check box:

L3

Program or port
CIBITS Peercaching
[ Connect to & Metwork Projector =
D
DCOM RPC |_
DHILocate.exe h

[ bistributed Transaction Coordinator

dihost.exe F

CIFile and Printer Sharing

[JiscsI Service

[JKey Management Service
[netlogon Service

[ Metwork Discovery
M Rarfrrmmamen | amn mmrd &laedn g
[ Add program... l I Add port... ] [ Properties l Delete

[¥] Motify me when Windows Firewall blocks a new program

. I
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Firewall Exceptions — Windows 2008 Server

Step 1 Under Administrative Tools (usually found by clicking on Start or by going to Control Panel) click

on Windows Firewall with Advanced Securiti

i Server Manager

S0 windows |pdate
|

=i}

=

A 4

! (— <
Command Prompt o — _i:"'ﬂ
2|

Steven Packer @
Documents —i!'
Za

Computer
T

Metwork, Lt

Control Panel

- 4

Help and Support

Run...

Administrative Tools

L

B

indows Security

[

IStart Seey

| mE |

Drata Sources (QDEC)
Event Viewer
251 Initiakor

Local Security Policy

Memory Diagnoskics Tool

Reliability: and Petformance Monitar
Security Configuration Wizard
Server Manager

Services

Share and Storage Management
Storage Explorer

Syskem Configuration

Task Scheduler

Windows Firewall with Advanced Security

You may get the following Window. Click on Continue to bring up the Firewall Settings.
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User Account Control

O Windows needs your permission to continue

If wou skarted this ackion, conkinue,
Microsaft Management Console
Microsoft Windows

j Details

Continue |

IUser Account Control helps stop unauthorized changes o wour computer,
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Step 2 Click on Inbound Rules

File Action Miew Help

&= [z H=

'vanced Security on Local Computer

23 Inbound Rules
E£% Outbound Rul

B, connection Se les Windows Firewall with Advanced Security provides enhanced network security for Windows computers.
i

B, Marnitoring

Actions

Overview

Domain Profile is Active

‘Q’ Windows Firewall iz on

O Inbound connections that do nat match a rule are blocked.
'(}' Outhound connections that do not match a rule are allowed.
Private Profile

@ windows Firewall is an.

O Inbound connections that do not match a rule are blocked.
'Q' Outhound connections that do not match a rule are allowed.
Public Profile

@ windows Firewall iz on

O Inbound connections that do not match a rule are blocked.

@ Outbound connestions that da nat matsh a ule are allowed.

E‘ ‘windows Firewall Properties

Getting Started

Authenticate communications between computers

Specify how and when connections between computers are authenticated and protected using Intemet Protocol
secuity (IPsec). After specifping how ta protect connections using connection secuiity rules, create firewall rules
far connections you wish ta allow.

| I DS~ 0 T

|»

Resources

Getting starked
Diagrostics and troubleshooting

Docurmertation overview

oooo

Introduction to server and domain izolation

Windows Firewall with Advanced Se... «
= Import Policy...

3| Export Policy...

Restore Defaults

Wig 3
Refresh

Propetties

BE B

Help
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Step 3 Scroll down to find Performance Logs and Alerts (DCOM-In) Under the Domain Profile

ndows Firewall

File:

Action  View  Help

Advanced Security

II=] 3

e z==H

@ Windows Firewall with Advance
3 Inbound Rules
&Y Outbound Rules
;:i, Connection Security Rules
B, Monitaring

Inbound Rules
Mame I Group -~ I Profile I En Al

G Metwork Discovery (NB-Datagram-In) Metwork Discovery Any e
i Netwark Discavery (MB-MName-In) Metwork Discovery Any e
G Metwork Discovery (Pub-wSD-In) Metwork Discovery Any e
I Network Discovery (SSDP-In) Metwork Discovery Any e
& Network Discovery (UPRP-In) Metwork Discovery Any e
(‘:’ Metwark Discovery (WSD Events-In) Metwark Discovery Ary Mc
f_‘ Metwork Discovery (WSD EventsSecure-In) Metwork Discovery Any e

& Network Discovery (WSD-In)
¢ JPerformance Logs and Alerts (] In)
¥ Performance Logs and Alerts (DCOM-In)

Metwork Discovery
Performance Logs and Alerts
Performance Logs and Alerts

s

Domain

b Performance Logs and Alerts (TCP-In) Performance Logs and Alerts Domain R
I Performance Logs and Alerts (TCP-In) Performance Logs and Alerts Privat... Mc
¥ Remate Administration (MP-In) Remate Administration Any e
(‘_‘) Remate Administration (RPC) Remate Administration Any e
f_‘ Remate Administration (RPC-EPMAR) Remate Administration Any e
I._ 1D arnnka Nackban (TrD.TRY Darnta Nackkan A R %
o | ;

Actions

Inbound Rules a2

ﬂ Mew Rule...

S Filter by Profile 3

T Filter by State 3

SF Filker by Group 3
Wigw 3

|G| Refresh

|5 Export List...

Help

Performance Logs and Alerts... &

i‘:}l Enable Rule b

K b

= =l

Step 4 Click on the Performance Logs and Alerts (DCOM-In) and then click on Enable Rule.

Step 5 Click on New Rule.

File:

Action  View Help

indows Firewall with Advanced Security

=] B3

&5 2=l

B3 Inbound Rules

B Outbound Rules

:-'i. Connection Security Rules
',_:, Monitaring

i Windows Firewall with Advance |5 (11l

Group =~ Profile En =
) BITS Peercaching (Content-In) BITS Peercaching Any e
&) BITS Peercaching (RPC) BITS Peercaching Any e
é’ BITS Peercaching (RPC-EPMAR) BITS Peercaching Any e
) BITS Peercaching (WSD-In) BITS Peercaching Any e
G COMA+ Metwork Access (DCOM-In) COM+ Mebwork Access Any e
lZQ'Core Metworking - Destination Unreachable {ICMPv&-In)  Core Metworking Any e
'@'Core Metworking - Destination Unreachable Fragmentati... Core Metworking Any e
D core Metworking - Dynamic Host Configuration Protocal ... Core Metworking Any e
| Core Metworking - Internet Group Management Protocaol...  Core Metworking Any e
| Core Mebworking - IPv6 (IPv6-In) Core Mebworking Any e
Core Metworking - Multicast Listener Done (ICMPva-In) Core Mebworking Any e
| Core Metworking - Multicast Listener Query (ICMPwE-In) Core Mebworking Any e
| Core Metworking - Multicast Listener Report (ICMPva-In)  Core Metworking Any e
.Q'Core Metworking - Multicast Listener Report w2 (ICMPvé,,,  Core Metworking Any e
'@'Core Metworking - Meighbor Discovery Advertisement (1.,  Core Metworking Any e
Ii. I~ mra Mabmaekina - Mainhhear Dicemoars Salicikabinn (TEMD mava Mabmarkina i \: e

Actions

Inbound Rules w

‘3 Mew Rule..,

ST Filter by Pro 3

ST Filter by State 3

ST Filker by Group 3
Wigw 3

|6 Refresh

= Export List...

Help

Performance Logs and Alerts... &

l{}l Enable Rule =

K Delete

= =l

C:\Projects\FPS32\GOLDTeller32Prod\Documnts\Install DB4 on Windows Operating Systems.doc

3/9/2010 Page 34




Step 6 Choose Program Rule type and Click Next.

“* New Inbound Rule Wizard |

Rule Type

Select the type of firewall rule to create,

Steps:
Fule Type “what type of rule would you like to create?

Program

@ Action {* Program k

@ Frofile Rule that controls connections for a program.

@ Mame " Port
Rule that controls connections for a TCF or UDP port.
" Predefined:
BITS Peercaching j

Fiule that contrals connections for & Windows experience.

" Custom
Cuztorm rule.

Learn more about rule tepes

% Back | Mesit » I Cancel
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Step 7 Choose This Program Path: and Browse to

64 Bit Operating system
C:\Program Files (x86)\Common Files\DHI Shared\DHILocate.exe

32 Bit Operating system
C:\Program Files\Common Files\DHI Shared\DHILocate.exe

Click Next

¥ New Inbound Rule Wizard

Program

Specify the full program path and executable name of the program that thiz rule matches.

Steps:
Rule Type Doesz thiz rule apply to all programs or a specific program?
Program
@ Action " All programs
Brofil Fule applies to all connections an the computer that match other wile
*® Fiohle properties,
@ Mame

{* Thig program path:

IlamFiIesf’é [#3E1Common FilestDHI Shared\DHILocate. exe Browse. . |

E xample: o:\pathhprogram. exe
ZProgramFilezZh ntermet Explorerhiexpl e

Learn more about specifuing programs

< Back MHeut > Cancel
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Step 8 Choose Allow the connection and Click Next

* New Inbound Rule Wizard
Action

Specify the action that iz taken when a connection matches the conditions specified in the ule.

Steps:
Fulz Type ‘wihat action should be taken when a connechion matchesz the specified conditionz?
Program
Action ' Allow the connection
Frafile Allow connections that have been protected with |Pzec az well as thoze that have not,
MHame " Allow the connection if it is secure
Allows only connections that have been authenticated and integrity-protected through the use
of IPzec. Connections will be secured using the settings in IPzec properties and rules in the
Connection Security Rule node.
I Bequire the connections to be encypted
Fiequire privacy it addition to integrity and authentic.ation.
] Owernde block rules
Uzeful for boolz that must always be available, such as remote adminiztration toolz, 1F you
specify this option, vou must also zpecify an authorized computer or computer group.
" Block the connection
Learn more about actions
< Back Mest » Cancel
C:\Projects\FPS32\GOLDTeller32Prod\Documnts\Install DB4 on Windows Operating Systems.doc 3/9/2010 Page 37



Step 9 Choose Domain, Private and Public (all checked is the default) for When does this rule apply?
Click Next

 New Inbound Rule Wizard |

Profile
Specify the profiles for which this ile applies.

Steps:
Rule Type ‘wihen does this rule apply?
Program
Action v Domain
Frafile Applies when a computer iz connected to itz corporate domain.
MHame = Private

Applies wheh a computer iz connected to a private network location.

¥ Public
Applies when a computer iz connected to a public netwark, location.

Learn more about profiles

< Back Mest » Cancel

C:\Projects\FPS32\GOLDTeller32Prod\Documnts\Install DB4 on Windows Operating Systems.doc 3/9/2010 Page 38



Step 10 Give the rule a name, usually the name of the program you are adding as an exception.
Click Finish

# New Inbound Rule Wizard |
Name

Specify the name and descriphion of this wle.

Steps:
@ Rule Tupe
@ Program

@ Action

» Frafile Harne:

{DHILacat
@ MName \
Description [optional];

< Back Finizh Cancel

Step 11 Repeat Steps 5 — 10 for the program dllhost.exe.
For Step 7 you will find the program in
64 Bit Operating system
C:\Windows\SysWOWe64\dllhost.exe
32 Bit Operating system
C:\Windows\System32\dllhost.exe

You should see something like the following when you have finished adding the Program Exceptions

# windows Firewall with Advanced Security M= 3

File Action Wiew Help
eo | Hml= | HiE
i Windows Firewall with Advanced 5 bound Rules I Actions
[k nbound Rules = '~ 1l Inbound Rules -
£ Outhaund Rues roup rofile nanle Chion :
s Connection Security Rullls HiLocate Any fes Allow W Mew Rule...
B, Manitoring = Any Yes Alow )
e a b s TP o ™ e W Filter by Prefile d
0 BITS Peercaching (RPC) EITS Peercaching Any No Al SF Filter by State 3
#'BITS Peercaching (RPC-EPMAR) BITS Peercaching Any Mo Allowy - .
S Filter by Group 3
4] e | » =
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This step

is not usually necessary

For Windows Server 2003 SP1 Only

Go to Administrative Tools. Click on Local Security Policy, Local Policies, Security Options.
Find “Network access: Let Everyone permissions apply to anonymous users” Double click and
click on Enable then click Apply and then click OK.

Eile Action Wiew Help

i Local Security Settings =,

=101

o | E@EXEFBE 2

@ Security Settings
-8 Account Policies
28 Lacal Policies
- @8 audit Policy
(@ User rights Assignment
@ Security Options
(2 Public ke Palicies
(L] Software Restrickion Policies
g, IP Security Policies on Local Computer

Policy  /

| Securiky Setting

Demain mermber:

Demain mernber:

Interactive logon:
Interactive logon:
Interactive logon:
Interactive lagon:
Interactive logaon:
Interactive logaon:
@Interactive logon:
Interactive logon:
Interactive logon:

Maximuri machine account password age

Require strong (Windows 2000 or later) session key
Do not display lask user name

Do nok require CTRL+ALT+DEL

Message text For users attempting to log on
Message title For users attempting to log on

Prompt user ko change password before expiration

Require Domain Controller authentication to unlock workskation
Require smart card

Smart card removal behavior

Micresc-Ft niebysork, client: Digitally sign communications {alwawys)

Micrescht nietwark client: Digitally sign communications (if server agrees)
Micrescht netwark client: Send unencrypted password o thivd-party SMB servers
MicresoFt network server: Amount of idle time required before suspending session
MicresoFt network server: Digitally sign communications (always)

@Micresoft network server: Digitally sign communications (if client agrees)
Micresc-Ft nebyork server: Disconnect clients when logon hours expire

Netwerk aCCESS!
Netwerk aCCEss!
Netwerk aCCess:
Netwerk SCEESS!

Netwerk BCEESS!
i8] Network sccess:
Netwerk aCCEss!
Netwerk aCCEss!
Netwerk aCEEss!
Netwerk access:

Metwork, security:
Mekwork, security:
Mekwork, security:
@ Mekwark security:
hetwark, security:
Metwork security:

Allow anonyrmous SIDYMame translation
Do mot allow anorymous enumeration of SAM accounts
Do ot allow anoryrous enumeration of SAM accounts and shares

Do not allows storage of credentials or JMET Passports For network authentication

2 DEFT s
Mamed Fipes that can be accessed anonymously

Remotely accessible registry paths

Remotely accessible registry paths and sub-paths

Restrick anonymous access to Named Pipes and Shares

Shares that can be accessed anonymously

Sharing and security model For local accounts

Do not store LAM Manager hash value on next password change

Force logoff when logon hours expire

LAM Manager authentication level

LDAP client signing requirements

Mimiraum session security For MTLM SSP based {including secure RPC) dlients
Minimum session security For MTLM S5P based {including secure RPC) servers

Recoverv console: Allow automatic administrative logon

[t ...

L TR - | PR | AT

il Ko ol g el

Murnber of previous logons ko cache (in case domain controller is not available)

30 davs
Disabled
Disabled
Disabled

Mot Defined
10 logons
14 days
Disabled
Disabled
Mo Actian
Disabled
Enabled
Disabled
15 minutes
Disabled
Disabled
Enabled
Disablzd
Enabled
Disabled
Disabled

COMMAR, COMMCD,

SyskemiCurrentCon, .,
SwstemiCurrentCon. ..

Enabled
COMCFE,DFSS

Classic - local users ...

Disabled
Disabled

Send MTLM respons. ..

Negotiate signing
Mo rnimirnurn

Mo minirmurm
Disabled

LT |
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For Windows 7

If you have setup a Windows 7 machine as a DB4 Server and as a Client Machine the following will need

to be added to the Registry.

HKEY_LOCAL_MACHINE\SOFTWARE\DHI Computing Service\DB4

Key:  LocalOutProc
Value: The Name of the DB4 Server Machine

ﬁ Registry Editor
File Edit View Favorites Help

[ ][O fSa]

. b)) GOLDVision
» - L0 InstallShield

m

. SAM | MName Data
- SECUPU-f E[’\EIDEfauIt] =,
. SOFE;I?::MDME, $/ENABLESECUREFILES  REG_DWOR 000000000 (1)
p - Classes : “L'?]:"”' - e
S I e 1‘. ab]LocalOutProc REG_SZ D4615VIM3
> CORe (LR O A ] 0 01 DA o4 M0 D 1) E
2] DHI Computing Service| || F/SIMULTANEOUSOPEN  REG_DWORD 00000014 (500)
. L. DB4
; GOLDTeller
| Goldtlsz

b -4y Intel

5 - by Microsoft

5} Nektra

»-|Jd ODBC

bl Policies

----- . RegisteredApplications

-}l SBAMSvc 4

> Sonic

b ) Sunbelt Software

>}y ThinPrint y
4 [ T | a4 |

1)

Computer\HKEY_LOCAL MACHIMENSOFTWARE\DHI Computing Servicet DB4
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